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1 Overview

iMaster NCE-Campus functions as the EcoGrid server to interconnect with third-party
firewalls to report online users and security groups to the firewalls. Then policies can be
configured on the third-party firewalls based on the synchronized data to control traffic.

iMaster NCE-Campus functions as a security policy management platform to provide secure
network access for end users and devices. It stores user and security group information.
iMaster NCE-Campus also provides user and security group information to external
authorized parties through EcoGrid.

iMaster NCE-Campus EcoGrid is an open and extensible security product integration
framework (SPIF). It uses the publish/subscribe model to publish context for ecosystem
partners to use. Ecosystem partners can obtain information such as user identities from
iMaster NCE-Campus. In this way, security policies in the ecosystem become more efficient.

FortiManager functions as a client to interconnect with iMaster NCE-Campus EcoGrid. It
synchronizes information such as sessions and security groups from iMaster NCE-Campus
through EcoGrid. Then, FortiManager synchronizes the entries to FortiGate security devices
to implement traffic control.



Test Environment

2.1 Topology

2.2 Devices and Software

2.1 Topology

FortiManager iMaster NCE-Campus

LMAtviallashl

FortiGate

S6730-H28X6CZ-V2

E S5732-H24UMA4Y2CZ-TV2

PC



2.2 Devices and Software

Device Model Software Version | Quantit | Remarks
y

Fortinet-Forti | FortiManager FortiManager-v7.4. | 1 pxGrid client
Manager 6
Fortinet-Forti | FortiGate FortiGate-200F 1 pxQGrid client
Gate v7.2.9
Huawei S6730-H28X6CZ- | V600OR025C00SPC | 1 Border
Switch V2 500

S5732-H24UM4Y | V600R025CO0SPC | 1 Edge

2CZ-TV2 500
iMaster iMaster V300R025C00SPC | 1 AAA Server
NCE-Campus | NCE-Campus 100




Configuring iMaster NCE-Campus

3.1 Configuring Authentication and Authorization

3.1 Configuring Authentication and Authorization
1. Configure authentication.
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Tempiate Management
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Activate Windows

2. Create a security group.
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3. Create a user and user group.
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4. Create an authentication rule, an authorization rule, and an authorization result (security

group authorization).
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Interconnecting iMaster NCE-Campus

with FortiManager

4.1 Applying for and Importing the Certificate

4.2 Configuring Interconnection

4.3 Configuring a Security Policy

4.1 Applying for and Importing the Certificate

1.  Apply for and import certificates through iMaster NCE-Campus and a third-party client
(iMaster NCE-Campus as the CA).

a.

Log in to iMaster NCE-Campus as the system administrator, choose System >
Security Management > Certificate Authority Service from the main menu, and
choose PKI Management > CA from the navigation pane. Click Add, enter the
required information, and click Next.

On the Set Associate Profile page, select

END _ENTITY_ PREDEFINED MULTI KEY _TYPES S0YEARS, and select
the check box before the profile on the right to set it as the default profile. Click
Next.



CA>Create CA

B Neme L Certficate Level 1, Profie usage 14 Predefined Name 14 Profleusage 1, Operstion
T e Heme END_ENTITY PREDEEINED MATL g

Set Set CA certificate to TLS trust certificate and Issue response protection
identity certificate to No, and click Submit.

) system [E cenificate Author...  cascraate ca

PKI Management -
Socurity Managarment
Garlfcats Profie

o

Systerm Managamant v
i . Protocol Configuration

T——
o Cenificats Application

Log Managsment v .
Global Configuration >

Seulibound Acess e HSM Managemant

Enable the end entity certificate application function.

i.  Choose System > Security Management > Certificate Authority Service
from the main menu and choose Global Configuration > Function
Management from the navigation pane.

ii.  Click Enable. In the dialog box that is displayed, click OK.

o iMaster NCE-Campus @ Workbensh FRosource Corser  Maimenarce  System 0 & & Aadmn @

] System =) ic:
=] [E} conificate Author... £ cne Managerment

PKI Marsgement
Funcson hem Dasergnan suns @ Opestcn

End enby e micaon iy o s ey st it b foron o €5 e Destie

Cartifcats Asrast.

Globwl O

HEM Mansgsenent

Generate a CSR file on the third-party client and import it to iMaster NCE-Campus.



Generate a CSR file on FortiManager. The algorithm type in the file must be the
same as that in the profile on iMaster NCE-Campus.

@ @ @

enZhe, 0 P45, OU) = 085 & Sevos Tois e, N » OS50 CALTESTEAIPE  2136-04-01 001000 GMT

i.  Choose System > Security Management > Certificate Authority Service
from the main menu and choose Certificate Application > Certificate
Application from the navigation pane.

ii.  Click the Apply by File Upload tab, import the CSR file generated by the
third-party device, and click Submit.



iii.

iv.

[ system

(B3 centicate Author...  corifcate Application ©
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Choose System > Security Management > Certificate Authority Service
from the main menu and choose Certificate Application > Application List
from the navigation pane. Click Download Certificate in the row that contains
the desired certificate to download the certificate to your local PC.

o iMaster NCE-Campus 63 Worbancn

System =
&= ) comesenmer.  pooicgtion Liste
-
-
Secaty Managanart poeent At
OR—
(- <

Cerificato Appication

ot pocicasen

Acsticaten Ust

Glebal Configuration,

HSM Managamen

L gt .
Econysinm Managemat

Rusonsion Corter Muntnance  Sysem @D & @ Baowin @

" xe
piein Tyom 54 Siahe T4 Foion Dot 1

Fi Susesc

Basi ke Sueer

Import the certificate downloaded in the previous step to the third-party client

and activate the certificate.




vi. Export a trust certificate from the third-party client and import it to iMaster
NCE-Campus.

1) Export a trust certificate from the third-party client.

2) Choose System > Security Management > Certificate Management
from the main menu and choose Service Certificate Management from
the navigation pane.

3) Click the APIGWService card, click the Trust Certificates tab, and
import the trust certificate of the third-party client to iMaster
NCE-Campus.

1] System ™ M - < 2
x ] Certincate Management APIGWService Certificates (R8I

Service Certicate Management

Al Cartfcates

4.2 Configuring Interconnection

1.Go to Fabric View > External Connectors, Under Endpoint/Identity, select User pxGrid,and
click Create New. The Create New Fabric Connector wizard is displayed.



Configure the following options and click OK

& Install Wizard

alualn,
ci1sco

pxGrid Connector pxGrid Connector

O ise209 (e ] pxgridl O zhl0627_2

B Extender Mana

[E) Fabric View



Create Mew Fabric Connector - Select Connector Type (1/2)

Please choose a connector type

Nuage Virtualized Nutanix SAP
Service Platform

Threat Feeds (5) ~

FortiGuard IP Address Threat Domain Name Malware Hash MAC Address
Category Threat Feed Threat Feed Threat Feed Threat Feed
Feed

Endpoint/Identity (11)

&)
©)

Poll Active Fortinet Single RADIUS Single User pxGrid User ClearPass
Directory Server Sign-On Agent Sign-On Agent

®
®

VMware NSX-T VMware vCenter  Symantec Endpoint  Exchange Server JSON API
Protection Connector

(®

ISERNLE

FortiFlex



Create New Fabric Connector - User pxGrid (2/2) x

Connector Settings
This field is required.
Status o

pxGrid Connector

Server

CA Certificate Click to select -
Client Certificate Click to select -
Revision

Change Mote *

o

P
0/1023
Revision History
® *
O | Revision # Changed by Date/Time Entry Key Entry name Action Change Note u
No record found.
0

Bz-0¢tm o7
Back Apply & Refresh “ Cancel

4.3 Configuring a Security Policy

1. Choose Policy & Objects > User & Authentication > User Groups and create a new
group. Set the type as FSSO/Cisco TrustSec, and select pxGrid user as a member.



Edlt s Graup - peGrid_new
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Per-Device Mapping >
Revision

Charge Hote*

O ettty | Saarnn i [ [
o1 admin 2025-07-2104:20:5% POT Create 123
2. Create a policy with the pxGrid_new user group and install the policy on FortiGate.
Create New Firewall Policy Select Entries ®

—
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¢ e P 2 px_66campus_unknown
Destination & all Server: FortiManager
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Install Wizard - Choose What to Install (1/4) -0 x

@ Install Policy Package & Device Settings

@ Install a selected policy package. Any device specific settings for devices associated with the package will also be installed.

Policy Package default -

Install Comments

07127
Create ADOM Revision ©
Revision Name default_2025.07-21-06-32-34-PDT
Revision Comments

07127
Schedule Install o4

O Install Device Settings (only)
< Back Cancel

Install Wizard - Select Devices to Install (default) (2/4)

@ Please select one or more devices to install (Use checkbox or Ctrl or Shift key for multiple selections)

Device Name =
v 4 FortiGate-200F




Install Wizard - Validate Devices (default) (3/4) - 0 x

Installation Preparation Total: 2/2,& Success: 2, ;, Warning: 0, Eror. 0 () Show Details

+ Interface Validation
+ Policy and Object Validation
+ Ready to Install

‘ @ Install Preview | | L Policy Package Diff | ‘ Search @ J* ‘
‘ Device Name = ‘ Status = ‘ Action = n
v 4 FortiGate-200F © Connection Up




Install Wizard - Installation Progress (default) (4/4) —

@ Installed successfully.

L wx_____________________________J
@ Show Details

Total: 111, Success: 1, 4 Warning: 0, Error: 0

@ J*

#< Name = Time Used = Status = u

1 FortiGate-200F 24s install and save finished status=0K

Policies on the FortiGate device

a
Security Profiles

Destination Schedule Service

user_group_ policy B pGrid_new 8 always @ DENY
2l

permit_sec_group B p_zhi0627_2_sec_group_permit
Za

ceny_sec_group B e 2hI0627 2 sec_group_deny
=al

8 always " ACCEPT O Disabsied

[ always @ DENY

B impicit @




Test Cases

5.1 Interconnecting iMaster NCE-Campus with FortiManager

5.2 Reporting User Login and Logout Messages

5.3 Changing the Authorized Security Group

5.4 Communication Failure Between FortiManager and iMaster NCE-Campus

5.1 Interconnecting iMaster NCE-Campus with

FortiManager

Test
Scenario

Interconnecting iMaster NCE-Campus with FortiManager

Test
Objectiv
e

To verify that iMaster NCE-Campus is successfully interconnected with
FortiManager.

Test
Procedur
e

1. Configure the interconnection by referring to section 4.2. Expected result 1 is
achieved.

2. A security group is created and online users are generated on the controller.

pe— 1 Pabcy | Free Mobity

Admission Man...

o817




= of iMaster NCE-Campus () Workbench & Dastboard  t@heom [ Deploy Task Center® Resource
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Total records: 1

Admission Reports

Online User Control

Client Authentication |

Diagnosis Tools

Expecte
d Result

1. The client account is created. The channel is successfully established, and
topics are successfully subscribed to.

2. The security group created on the controller and the online users generated
on the controller are synchronized to FortiManager, and the entries are
synchronized to the FortiGate device.

Test
Result

1. The client account is created. The channel is successfully established, and
topics are successfully subscribed to.
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»Z iMaster NCE-Campus @

] System

[u'
= ]

Client Managamen:.

The security group created on the controller and the online users generated on
the controller are synchronized to FortiManager, and the entries are
synchronized to the FortiGate device.

Endpoint/Identity Connector Monitor - zh10627_2

YSG1 (1/1)

2y561 Workstat1
Workstation:

----gnd of FS0 logons----

FortiGate-200F #

5.2 Reporting User Login and Logout Messages

Test
Scenario

Reporting new online users and offline users on iMaster NCE-Campus in real
time

Test

To verify that new online users and offline users can be reported in real time on




Objectiv
e

iMaster NCE-Campus.

Test
Procedu
re

1. Configure security policies by referring to section 4.3.

2. Add an online user on iMaster NCE-Campus and authorize the security group
sec_group_permit (the security group has been synchronized to
FortiManager). Expected result 1 is achieved.

= a

3. Modify the security policy and the endpoint cannot access the network.
Expected result 2 is achieved.

] = a

4. The user on iMaster NCE-Campus goes offline. Expected result 3 is
achieved.

5. Modify the authorization rule and change the authorization result to deny
access. Then, CoA is performed. Expected result 4 is achieved.

Admission Man

User: pxGrid_User Group: . zh10627_2_sec_group_deny Workstation: Member0 . zhl0627_2_sec_group_deny
P: Use r001 Groups: px_zhl@627_2 sec_group_deny Workstation: MemberOf: px_zhl0627_2_sec_group_deny
Total number of logons listed: 2, filtered: 6
----end of FSSO logons----

FortiGate-200F # I

=« iMaster NCE-Campus &

tncam O Depioy Task Center  Resourca Center & @ & 8

Admission Man.

et

Expecte

1. The online user is synchronized to FortiManager, and entries are




d Result

synchronized to the FortiGate device. The endpoint can access 120.89.32.231.
2. The endpoint cannot access 120.89.32.231.

3. The online user is deleted from FortiManager, and the entries are deleted
from the FortiGate device.

4. The user goes offline, the online user is deleted from FortiManager, and the
entries are deleted from the FortiGate device.

Test
Result

1. The online user is synchronized to FortiManager, and entries are
synchronized to the FortiGate device.
Online User page of the controller

= of iMaster NCE-Campus () Workborch @ Dasbam T iy Tk Conive RowoucaConie @ @ G @ &

Aamission Man.

Entries synchronized to the FortiGate device

60F # diagnose debug authd fsso list

1P: px6rid_User Groups: px_zhle627_2 sec_group_permit Workstation: Member0f: px_zhl627_2_sec_group_permit
Total number of logor ed: 1, filtered: 6
----end of F350 logons----

FortiGate-200F # I

Online users on FortiManager

2. The endpoint cannot access 120.89.32.231.

3. The online user is deleted from FortiManager, and the entries are deleted
from the FortiGate device.

Controller user goes offline




Online user deleted from FortiManager

Entries deleted from the FortiGate device

o list

listed: B, filtered: @

4. The user goes offline, the online user is deleted from FortiManager, and the
entries are deleted from the FortiGate device.

Controller user

Device

or - 2h10627_2




Entries deleted from the FortiGate device

FortiGate-208F # diagnose debug authd fsso list
S0 leogons---- ) )
L number of logons listed: @, filtered: ©

----end of F550 logons----

FortiGate-zeeF # I

5.3 Changing the Authorized Security Group

Test
Scenario

Reporting the security group authorization change of online users in real time
on iMaster NCE-Campus

Test
Objectiv
e

To verify that the security group authorization change of online users can be
reported in real time on iMaster NCE-Campus.

Test
Procedu
re

1. Authorize the security group sec_group_permit to the user, and ensure that
the endpoint can access 120.89.32.231.

= «f iMaster NCE-Compus G

& Dashboard

Admission Man...

Endpoint/Identity Connector Monitor - zhl0627_2

& px_zhl0627_2_any (0/0

0 px_zhl0627_2_newSec (0/0)

& px_zhl0627_2_sec_group (0/0)

& px_zhl0627_2_sec_group_deny (0/0)

& 4B px_zhl0627_2_sec_group_permit (1/1)

& pxGrid_User ( 185.185.185.2 )
4t px_zhl0627_2_unknown (0/0)

9627 2 sec_group permit Workstation: MemberOf: px zhl8627 2 sec group permt

| nunber of iogo
----end of 550 logons----

FortiGate-260F # |




2. Change the authorized security group of the online user on iMaster
NCE-Campus to sec_group_deny. Expected result 1 is achieved.

=R

no-fipector
defalt

& o SHI0GDT 7 s gpoup pemit L fises

®
=1

0 8 it Tt

04  oiciDen 0= Day = -

=1
=
=
=

Admsson anagement  Adssan iy | Auhericaion and Atz

Admission Man.

Page Nanagement

Austhwrsication and A..

Expecte | 1. The online user on FortiManager and the corresponding entries on the
d Result | FortiGate device are changed, and the endpoint cannot access 120.89.32.231.
Test Online User page of the controller

Result




nling User Contrl

Online users on FortiManager

Endpoint/Identity Connector Monitor - zhl0627_2

& px_2hl0627 2 _any (0/0)

© 2h10627_2

2hl0627 2 s oup_permit (0/0)

&5 px_zhI0627 _2_unknown (0/0)

User: pxGrid User Grouj hl0627 2 sec_group_permit Workstation: MemberOf: px zhl@627 2 sec_group permit
Total number of logons listed: 1, filtered:
----end of F550 Tlogon:

# diagnose debug authd fsso list
p rid_User Groy c_group_deny Workstation: MemberOf: 10627_2_sec_group_deny
Total number of lagon filtered
----end of F$50 lagons

FortiGate-200F # ||

The endpoint cannot access 120.89.32.231

Amin>e 1= 1

5.4 Communication Failure Between FortiManager and
iMaster NCE-Campus

Test

Communication failure between FortiManager and iMaster NCE-Campus




Scenario

Test
Objectiv
e

To verify that the users who go online during the communication failure
between FortiManager and iMaster NCE-Campus can be synchronized to
FortiManager after the fault is rectified.

Test
Procedur
e

1. Simulate a communication failure between FortiManager and iMaster
NCE-Campus.

»f iMaster NCE-Campus () Workbanch Raszurc Canter  Maintenance

- Syste ./ Ecasysiem Managamen / Client Mesagermar
B, System - ” ? .

Srstem Management v

st ame T2 Comssetion ts

s Managemant
FMG-VMTM25005504-2H0627_2-usen-suls

0 Managerent

562200
Southbound Access

Tatal records: 2
Licerse Manapsment v

Ecosysiem Manageeant

Client Management

2. Add an online user on iMaster NCE-Campus and authorize the security
group. Rectify the fault. Expected result 1 is achieved.

Atisson Management/ Adsision CBM I Dnifne Liser Cortrol
us
» Admission Man..

OningUser  Traffic and Oniine Duration  User Control Poicy  Self:Service Online User
Admisscn Ovenian

St pgre
S0P Controller v

\dvarced Search G synchonizaton
AmisienRmoues v
Dsemane 14 Secumy G G () Mfoms.  Aam.  Amec CiPAttes CenmM. AowS Amec  Eutieg  Cennp
Admission Foly
oo Feler Userddl sec_proup_deny ROOTGusst wired GAd wired 185.185.185.200 000C-25- Bz iXad Yes
Acmisscn O8K piGrd_User  sac_group_deny ROOTGusst Wit o wied 185185105 2FER:B0227A, . OG- oz Xt Yes
Admission Reports
Teta rececs: 2 10

Online User Control

Cllem Aushenticaticn L.

Claancais Tools

Endpoint/Identity Connector Monitar - zh10627_2

Expected
Result

1. The channel is re-established, the online user is synchronized to
FortiManager, and entries are synchronized to the FortiGate device.

Test

Controller channel




Result

pr T — T Resourcs Canter  Manfenance  Sysem @ &

Systam Ecasysiam Managermee | Cheré Managament

[ system
Cient Management  Connacton Diagnosis  Configuration
User Hanagereet v
Cllent Conneetion  Tepic Management  Connection Legs

Seculy Mansgsmert
System Managerert a
J— r— S [S— Camvactin Tme 1 ourasen

[ e——— sssen 12000225 205.07.24 1546.00 Imiss

sedatcapus Nepsicom e e sessen 1208032108 250724 100608 Sndmzs
Sauroound Acosss v

pespage

Total records: 2

Licenss Mansgement v
Ecesysiem bersgement
Client Management ¢

Online user synchronized to FortiManager

Endpoint/identity Connector Monitor - 2hi0627_2

Entries synchronized to the FortiGate device

FortiGate-200F # diagnose debug authd fsso list
----FS50 logons----

: User: pxGrid User Groups: px 2_sec_qroup_deny Workstation: Member0f: px_zhl6627_2_sec_group_deny
Ip: User: 6ro 1627_2_sec_group_deny Workstation: Menb px_zhl0627_2_sec_group_deny
Total number of logons liste f

---end of FS50 logons----

FortiGate-200F # ||




